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VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re:  NERC Full Notice of Penalty regarding Unidentified Registered Entity,
FERC Docket No. NP16-_-000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered EntitRE)with information and details regarding the nature and
resolution of the violationdA Yy I OO2 NRI yOS gAGK GKS CSRSN}Xf 9y SN
6/ 2YYAadaAirzy 2N COw/ 0 NHzZ S&> NBIdz FGA2ya FyR 2NF
Appendix 4C (NERC Compliance Monitoring and Enforcement Program (EMEP)).

NERC is filindits Notice of Penalty with the Commission becafisathwest Power Pool Regional
Entity (SPP REhd UREhave entered into &ettlement Agreemento resolve all outstanding issues
arising fromSPPREA RSUOSNXYAYI GA2Y | B&CIPRabiity $tahdard2 T G KS OA

According to the Settlement AgreemettREneither admits nor denies the violations, but has agreed
to the assessed penalty tbffo hundred and thirtyfive thousand dollars ($235,0Q0h addition to

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 672), lll FERC Stats. & Regs. 1 31,204 (R@@ige of New Docket

Prefixa bt ¢ FT2NJ b2GA0Sa 2F tSylrfae CAf SR 0 ¢Dockét Bo. RMOBIDE ! YSNR OF
(February 7, 2008Fee alsd 8 C.F.R. Part 32q15. Mandatory Reliability Standards for the Bitkwer SysteirFERC

Stats. &Regs. 1 31,242 (2007) (Order No. 698F K Q 3 , IRBRERCSIF61,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2C2NJ LIdzN1JI2 aSa 2F GKAA& R20dzySyias SIFOK @azftldAaz2y G AaadzS A
and wtether it was a possible, allegear confirmed violation.

3Seel8 C.F.R § 39.7(c)(@nd 18 C.F.R § 39.7(d).
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other remedies and actions to mitigathe instant violations and facilitate future compliance under
the terms and conditions of the Settlement Agreement.

AccordinglyNERC is filintpe violationsin this Full Notice of Penalty accordance with the NERC
Rules of Procedure and the CMEP.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement by and betwee8PP R&nd URE Thedetails of the findings and basis for the penalty are

set forth in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC
BOTC).

Ly | OO02NRIYyOS gA0GK {SOGA2Y odpdr 2F BKERC 2YYAaaAa
provides the following summary table identifying each violation of a Reliability Standard resolved by
the Settlement AgreementFurther information on thesubject violationss set forth in the Settlement

Agreement.
*SR = SelReport / SC = Selfertification / CA = Compliance Audit / SPC = Spot Check / CI = Compliance Investigation
Discovery Penal
NERC Violation ID Standard Req Method* ty
Amount
Date
SR
SPP2013013217| CIR002-3 R31
SR
SPP2013013218| CIR003-3 R6
R4.3 SR $235,000
SPP2013013224| CIR0053a o
R4.5
SR
SPP2013013225| CIR006-3a R2.2
R1.1, SR
SPP2013013226| CIR007-3a R1.2,
R1.3
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Discovery Penal
NERC Violation ID Standard Req Method* ty
Amount
Date
SR
SPP2013013227| CIR007-3a R2.1
R6.2, SR
SPP2013013231| CIR007-3a
R6.4
SC $235,000
SPP2014013561| CIRP005-3a R3.2
R3.1, SC
SPP2014013565| CIR007-3a
R3.2
SC
SPP2014013566| CIR007-3a R8.4

SPP201301321CIR002-3- OVERVIEW

SPP Ré&etermined thatUREIid notmaintain a completdist of Critical Cyber Assets (CCAs). URE
installed human machine interface client software, which is used to atéRE & & dzLJS NIJA & 2 NEB
and data acquisition/energy management system (SCADA/EMS) on devices, including workstations,
desktops, and laps, all of which were outside &fRE) & tr@rfic S€xurity Perimeter (ESR)RE

failed to include these dess on its CClst as required by Ci602-3 R3.1

SPP Réetermined that this violation posedraoderateand not serious or substantial risk to the
reliability of the bulk power system (BP3his violation presented the risk that the SCADA/EMSicoul
be compromised because the human machine interfelent software could allow a direct connection
to the production EMS from the devices on which the client software was installed, and these devices
were neither identified nor potected as CGA The software deployments were installed on devices
outside the ESP, including laptops used primarily for dftarrson-call support; virtual workstations
used by distribution operators; and desktops in the organizatibine software was installed on six
desktops inside the ESP that were listed as CCAs, but not afforded CIP protethiengorkstations
used by the ditribution operators were protected by the ESP firew&lfthe 120users with access via
the software,only 22(18%)had administrative rights for the SCADA/EMe 22 users received
accesdased on a business need, completed NERC training (ClRparadi@hs andPlanning, andhad
current personnel risk assessmelfiBERA) These sers were comprised of EMS and transmission
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planning staff. UREmMaintained strong authenticatioaccess controls for thesers, such as requiring
an appropriate individual 'sname and password, token authorization, and firewall authorization.
The remainingisers were granted readnly access rights to the EMS.

SPP Ré&etermined the duration of the violation to be from tlgay after the completion of the
previous auditthrough whenUREcompleted its Mitigation Plan.

UREsubmitted itsMitigation PlandesignatedSPPMIT01051tb address the referencedolations
w9 Qa aAdAdl GUREYW: t £y NBI dzA NBR

1. conductan infrastructure and architecture review of its full enviment

2. appropriately classjfdevices (newly identified and existing) based om&thodology, and
modify its master CIPalicelist;

3. commissiomewly identified assets according ftow 9pfbaesses
4. implementa commissioning process fall existing devices on its master CIP device list;

5. train and providecommunications materia to affected personnelon UREE A Y @Sy (1 2 NB |
commissioning processgeand

6. addaquality review step within UREA O2 YYA daA 2y Ay 3 LINE Qfriorto T2 NJ
putting an asset in service

UREcertifiedthat it had completed its Mitigation PlarmndSPP Rierified thatUREhad completed all
mitigation activities.

SPP2013013218IRP003-3- OVERVIEW

SPP RE determined that URE didautitere to its change control and configuration management
process.Specifically, URE personnel made changes to an Electronic Access Controh&odnd

System (EACMS) in the production environment, rather than in the test environrAelditionally, an

approved change management request was not acquired before patches vataied on four EACMS

and a Pysical Access Control System (PA& ) group policy settings were madeWRE2 4 LINE R dzO (i
environment.

SPP RE determined that this violation poaedoderateand not serious or substantial risk to the
reliahlity of the BPSA violation of CHD03 R6 has the potential to compromise the reliable operation
of the BPS by exposi@CAso potential vulnerabilities resulting from application hidocumented
change control or configuration management activitidéotwithstanding, UREdid have protective
measures in places that reduced the riskor example, all of the affected devices resided withiRE) a
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ESPURBEwas logging and monitoring acset® these devices for potential security events; &RIE a
CCA were protected by firewalls specifically configured to alemy authorized traffic to enter the
network, thereby preventing unsolicited traffic from passing into the BEREalso utilizel a network
intrusion detection system to analyze network traffic at access points to the ESP for known and
suspectednalicious activity.Access t€CCA was limited to those individuals with authorized physical
and/or electronic access rights, all of whérad completed CIP training and possessed current
personnel risk assessments.

SPP RE determined the duration of the violation to be ftoencompletion date oURER2& YA G A 3 G A
plan for previous violations of the same standard and requiremémbugh when UREcompleted its
Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT01101#f% address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY

1. reviseits change control and management process to include additional stepsa sigroff
checklist, to ensure adherence to the process

2. implementpreventiveand detective controls to identify or disable the ability to implement
changes taCCA in other than the test environmenpand

3. providetraining to all affected staff

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.

SPP20130132221RP0053a- OVERVIEW

SPP RE determined tHaRE2a / & 6 SNJ + dzf y S NI 0 Xof twaicélendadyda®did ot Sy G a
include a visual inspection of physical devices to verify thaledt®@nic access points to the E&Ere
identified (R4.3). Additionally, the CVA results did not include action plans to remediate or mitigate
potential vulnerabilities identifid by the CVAs (R4.5).

SPP RE determined that this violation posedaalerateand not serious or substantial risk to the
reliahlity of the BPSWhen potential cyber security vulnerabilities are left unresolved or unmitigated,
they create the opportunityo exploit those vulnerabilities thereby exposidgviceso potential cyber
attack. Failing to identify all access points to the ESP also increases the risk of cyber attack because
such access points may not be afforded adequate security measures. tingdess the CVAs

addressed requirements R4.1, R4AAd R4.4.For exampleURE) @aintained a document identifying

the vulnerability assessment process (R4.1); conducted reviews to verify that only ports and services
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required for operations at access pts to the ESP were enabled (R4.2); and reviewed controls for
default accounts, passwords, and network management community stridigd)(RUREvas logging

and monitoring identified access points to its ESP. Additiondiygmaintained firewalls that wee
configured to allowonly electronic traffic using specific protocols to enter the network, which
prevented unauthorized access to the ESRtwork traffic, atf w 9E3E access points, was analyzed
for known andsuspectednalicious activity using a network intrusion detection system. Access to all
Cyber Assets inside the ESP was limited to only those individuals with authorized physical and/or
electronic access rights.

SPP RE determined the duration of the violatiobéofromthe publication date of th&CVA reportor
the first calendar yearthrough wherthe UREEompleted its Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT01097® address the referenced violations.
w9 Q& aAlAJledlREYo: t £ 'y NBIj dzA NJ

1. reviseits CVA process to:

a. require visual inspections of physical devices located within the ESP;
b. require action plans to remediate or mitigate potential vulnerabilities identified in the
CVAs

2. providetraining to all affected stdf and

3. conducta CVA that included the above revisions to the CVA process

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.

SPP20130132251RP006-3a- OVERVIEW
SPP RE determined that URE didaftird all of the protective measures specified in-G03-3 R6 and
CIR007-3 R1, R3, R5.3.3, and R6 to sdareCSlevices.

SPP RE determined that this violation posedaalerateand not serious or substantial risk to the
reliahlity of the BPSBY not affording CIP protections to the PACS, the risk existed thathifsecgl
Security Perimeter (PSPJould be compromised. SPP RE determined that no breddRBa t {t X
CCAs, odata resulted from a lack of change controlamnfiguration nanagement of the PACEIRE) &
Cyber Assets were protected by firewalls configured to athaly traffic using specific protocols to

enter the network, which prevented unsolicited traffic from passing into the Effalso use

system loging to analyze network traffic at access points to the ESP for knowsuspected
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malicious activity. Access @CAsvas limited to those individuals with authorized physiaadi/r
electronic access rights.

SPP RE determined the duration of the \iolato be from the date the Standard became mandatory
and enforceable, through whedREcompleted its Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT01097® address the referenced violations.
'w9Qa aAlGAIrGAz2te tfly NBIddZANBR | w9

1. upgrade itsservers to provide sustainable support
2. conductinfrastructure and architecture review of the full system environment

3. assess all devices using updated classification methodology and appropriately reca&dthos
the master CIP device ljst

4. commissiomewly identified assets according to established processes

5. implementa commissioning process for all @8fated cyber assets identified existing on
master CIP device list;

6. train applicable personnel and distribute communications matedalgs inventory and
commissioning processes; and

7. institute a quality review step within its commissioning process for compliance validation prior
to assets being placed in service.

URE certified that it had completed its Mitigation Plan, and SPPiRiEd/éhat URE had completed all
mitigation activities.

SPP20130132261RP007-3a- OVERVIEW
SPP RE determined that URE diderure that significant changes to Cyber Assets within the ESP did
not adversely affect existing cyber security controls.

URHIid not test multiple significant changes to Cyber Assets within the ESP prior to implementing the
changes in the production environment. Additionally, an information technology technician scheduled
patching for Cyber Assets in the test environmend amstakenly included a production PACS device in
the automated system used for downloading patches. Accordibdg®Failed to ensure that

significant changes to existing Cyber Assets within the ESP did not adversely affect existing cyber
security contrds.
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SPP RE determined that this violation posedaalerateand not serious or substantial risk to the
reliability of the BPSA violation of CHB07 Rlprovidesthe opportunity for new Cyber Assets within

the ESP and significant changes to existing CAbsets within the ESP to adversely affecstinxg

cyber security controlsNotwithstanding,UREhad implemented security controls test procedures and
testedmost changes in accordance with such proceduidse identified Cyber Assets were located
within a PSP In addition, all network traffic that was within the ESP was logged and monitored by
URRA ad2adSY 23 aSNUSNE 6KAOK gl a O2y FAIdzNBR (2
been suspectedUREK2 @CAsvere protected by a firewatonfigured to allovwonlytraffic using specific
protocols to enter the network, which prevented unsolicited traffic from passing into the H&PURE
also usd a network intrusion detection system to analyze network traffic at access points to the ESP
for known andsuspectednalicious activity. Access @CAsvas limited to only those individuals with
authorized physical and/or electronic access righitee URHEiscovered the violation as part of its
Internal Compliance Program review processes.

SPHRE determined the duration of the violation to be frohe completion date of UREA YA G A 3 G A
plan for previous violations of the same standard and requiremémbugh whenUREcompleted its
Mitigation Plan.

URE submitted its Mitigation Plan designa@PMIT01097tb address the referenced violations.
w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. enhanceits existirg cyber security controls teprocess and institute technical or procedural
controls to ensure that testing minimizes the impaciimduction systems

2. institute quality assurance steps in its current change management process, including cyber
security controls test validatign

3. implementa signroff check list for the quality assurance steps in the change management
process

4. institute preventive/detective controls to identify or disable the possibility to confuse
environments for changes or testingnd

5. delivertraining and distribute awareness communications (cyber security controls test and
current change management press changes) to applicable staff

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.
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SPP201301322ZI1R007-3a- OVERVIEW

SPP RE determined that URE didinolude someCCAsn its ports and services control procedure. As
a result, URBEwvas unable to ensure that only those ports and services required for normal and
emergency operations were enabled.

SPP RE determined that this violation posedaalerateand not serious osubstantial risk to the

reliahlity of the BPSA violation of CH®07-3a R2.1 has the potential to allow the infiltration of
unauthorized network traffic into the ESP through ports and services that are not necessary for normal
or emergency operationsAlthoughUREhad not identified all of iCCA, it had implemented a process

to regularly review ports and services@EA. The devices in questiomere located within arESRand
PSP.In addition, all network traffic within its ESRslogged and moniteed byURE2d 38 3G SY f 2 :
server, whichwasconfigured to send alerts to IT personnel when any unusual traffic is identified.

URE) @CA were protected by firewalls configured to alloanly traffic using specific protocols to enter

the network, which prevets unsolicited traffic from passing into the ESREalso usé a network

intrusion detection system to analyze network traffic at access points to the ESP for known and
suspectedmalicious activity. Access @CA was limited to those individuals with authorized physical
and/or electronic access rights.

SPP RE determined the duration of the violation to be from the dtite the completion of the
previous auditthrough whenUREcompleted its Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT01047® address the referenced violations.
w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. developa process to establish and maintain a baseline of ports and services and workflow to
ensure only those postand services that are required for normal and emergency operation are
enabled

2. institute preventive or detective controls (i.e., exception reporting, etc.) for ports and services
to identify additions or changes

3. institute preventive/detectivecontrols to identify or disable the possibility to confuse
environments for changes or testingnd

4. deliverports and services training to applicable staff

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE piztdecbatl
mitigation activities.
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SPP201301323TIR007-3a- OVERVIEW

SPP RE determined that URE didawtectlyformat four automated alerts, which prevented the
issuance of automated alerts for detected cyber security incidertswvever, during further
discussions wittURESPP RE determined that URE hadidditional instance of noncompliance with
CIR007-3a R6.2 and an instance of noncompliance with R6.4.

SPP RE determined that this violation posedaalerateand not serious osubstantial risk to the
reliability of the BPS A violation of CHD07 R6 has the potential to allow the compromiseCa&iA and
other system cyber security events to occur withtlRE & 1 Y 2 WheRuddndted alerting was
not generated because thegs were not sent to the centralized logging server, the logs were retained
at the devices.The period that logs were not captured wasitied to maintenance outages. URE
manually monitored the centralized logging server on a daily basis during business hours for any
logging failures (missing logs or invalid formats).

Regardinghis instance ohoncomplianceREmaintained firewalls that were configured to allamly
electronic traffic using specific protocols to enter the network, which prevented unsolicited traffic from
passing into the ESRIREalso utilizel a network intrusion detection system to analyze network traffic
at access points to the ESP for known angheated malicious activity.Access to Cyber Assets inside

the ESP was limited to those individuals with authorized physical and/or electronic access rights.

SPP RE determined the duration of the violation to be from the dtitx the completion of the
previous audit through whenUREcompleted its Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT0104 76 address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. developand implement a new process to identify logging and alerting faijures
2. implementan alternative technology to replace the centralized logging server

3. implementa commissioning process for @#ated cyber assets to include validation of
alerting, captue of electronic logs, and retention of such logsd

4. providetraining to all affected staff

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.
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SPP201401356%1RP0053a- OVERVIEW
SPP RE determined that URE didmonitor all access points to the ESP for atteegr actual
unauthorized access, twerdpur hours a day, seven days a week.

URERX & &l U S vdrefelécBoni®dceesspdints (EAPS) located insiRE &  FHe tlokksvere
used to provideglobal position systerdata to establish time values, amekre serially connected to
URRA 9a{ RIGl I Olj doled QAL lAcdtedddRERI S BivaE terharficallpiffeasible
for the clocks to alert for attempts at or actual unauthorized access to the ESP; hoW&Hajled to
file a Technical Feasibility Exception (TFE) with SPP RE.

URR2E Y2RSY 3&KwelNEAPIlocR&IThAIdSREa 9 {communye&e with its field
Remote Terminal Units (RTUs)wéstechnically infeasible for these modem sharing devices to alert
for attempts at or actual unauthorized access to the ESP; howeNRiHailed to file a TFE with SPP RE.

During an audit, SPRE discovered two EACMSs/EAP devices and two CCA devices that were continually
logging access to the ESP, which were sent to the centralized logging ddovesver, it was

technically infeasible for the server to generate automated alerts for attemipts actual

unauthorized access to the ESP, aiiRHailed to file a TFE with SPP RE.

As to the abovénstanceof noncomplianceUREwvas not reviewing or otherwise assessing access logs
for attempts at or actual unauthorized access at least every ninety calendar days.

SPP RE determined that this violation posedaglerateand not serious or substantial risk to the

reliability of the BPS A violation of CHB05-3a R3providesthe opportunity for access attempts or
unauthorized access to the ESP to occur withdR® & | Y 2 BldivtiErslidgURER & T I A f dzNB
implement the mitigating measures associated with TElREhad implementeda documented

process for monitoring and logging accassccess points to the ESP. ORE T Aweds domfifuted

to allowonly electronic traffic using specific protocols to enter the network, which prevents unsolicited
traffic from passing into the&. UREalso usd a network intrusion detection system to analyze

network traffic at access points to the ESP for known and susgetalicious activity.Access to all

Cyber Assets within the ESP was limited to those individuals with authorized playsitalelectronic

access rights.

SPP RE determined the duration of the violation to be from the dtigx the completion of the
previous audit through whenUREcompleted its Mitigation Plan.
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URE submitted its Mitigation Plan designat@PMIT01101t® address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y
1. implementan enhanced commissioning process including TFE identification aal&#
Cyber Assets

2. implement tools for monitoring, alerting, ameétaininglogs for applicable Clffelated Cyber
Assets

3. developa process to identify and remediate gaps in monitoring or alertamgl
4. delivertraining to applicable staff

URE certified that it had completed its Mitigation Plan, and SPP RE verified that Uttipéeted all
mitigation activities.

SPP2014013565IRP007-3a- OVERVIEW

SPP RE determined that URE O Sy i NI f A [wadtilife@ faradctybaic agcEskl i@ riland
monitoringof Cyber Assets located withWRE2 a  @\aitalste securitpatches for the centralized
logging server were not evaluated, tested, or installed (Rarig no compensating measures were
applied to mitigate risk exposure (R3.2).

During an auditSPP RE discovered additional instances of noncompliance wvilOZ8a R3.1 and
R3.2. A security patch for six network switches was not installed (R3.1), and no compensating
measures were applied to mitigate risk exposure (R3.2).

SPP RE determined that this violation posedaalerateand not serious or substantial risé the

reliability of the BPS A violation of CHB07-3a R3providesthe opportunity for infiltration of
unauthorized network traffic into the ESP when security patches and upgrades are not installed on
Cyber Assets within the ESP. All network traffibwmiURE a wglagged and monitored byRE) a
system log server, which is configured to send alerts to IT personnel when any unusual traffic is
identified. UREX @CAsvere protected by firewalls configured to alloanly traffic using specific
protocols to enter the network, which prevents unsolicited traffic from passing into the BREalso
used a network intrusion detection system to analyze network traffic at access points to the ESP for
known andsuspectedmaliciows activity. Access ©0CAsvas limited to those individuals with
authorized physical and/or electronic access rights.
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SPP RE determined the duration of the violation to be ftoencompletion date oURE2& YA GA I § A
plan for previous violations of theame standard and requiremerthrough whenUREcompleted its
Mitigation Plan.

URE submitted its Mitigation Plan designat@PMIT01102tb address the referenced violations.
w9 Qa aAdAIlLaGA2y tfly NBIdZANBR ! w9 (2Y
1. executeits commissioning processicluding TFE identification, for all @HPated cyber assets
identified or existing on thenaster ClRlevicelist;

2. enhancets patch management processes for consistency in tracking and monitoring applicable
patches and compensating measures for CIP related Cyber Assets

3. integratepatch management processes with change and configuration management pracesses
and

4. train applicable personnel and provide communication materials on the inventory and
commissioning process

URE certified that it had completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.

SPP2014013566B1RP007-3a- OVERVIEW
SPP RE determined thdREdid not include action plans to remediate or mitigate potential
vulnerabilities identified in the CVAar two calendar years

SPP RE determined that this violation posedaglerateand not serious or substantial risk to the
reliability of the BPSFailure to mitigate vulnerabilities identified in the CVA assessment and track the
implementation of corrective action plans has the potential to allow vulnerabilities to continue
unmitigated. Notwithstanding,UREconducted CVAs imose calendar yearthat addressed the
remainder of the required information prescribed in R8REwvas logging and monitoring Cyber Assets
within its ESPIURBEmaintained firewalls that were configured to @l only electronic traffic using

specific protocols to enter the network, which prevented unsolicited traffic from passing into the ESP.
UREalso utilizel a network intrusion detection system to analyze network traffic at access points to
the ESP for knowandsuspectednalicious activity.Access to Cyber Assets inside the ESP was limited
to those individuals with authorized physical and/or electronic access rights.

SPP RE determined the duration of the violation to be ftoenpublication date of thdirst CVA
Report through whenUREcompleted its Mitigation Plan.
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URE submitted its Mitigation Plan designat@PMIT01092® address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. reviseits CVA process to require action plans to remediate or mitigate potential vulnerabilities
identified in the CVAs

2. providetraining to all affected staffand
3. conducta CVA inclusive of the above revisions to the CVA process

URE certified that thad completed its Mitigation Plan, and SPP RE verified that URE had completed all
mitigation activities.

wSIAZ2YIE 9yiAaiGeQa .Fara F2NItSyltde

According to the Settlement Agreemei8PP REas assessed a penaltytafo hundred and thirtyfive
thousand dolirs $235,000 for the referenced violatios In reaching this determinatioSPP RE
considered the following factors:

1. SPP RE consider&iRE2a O2 YLIX Al yOS KAadG2NB & Fy 33N S
determination

2. URBEhad an internal compliangerogram at the time of the violation which SPP RE considered
as a neutral factor in penalty determinatipn

3. UREselfreported three violations but did not receive mitigating credit for sevether
violations because they were submitted approximately fouamths prior to a Compliance
Audit, which was after receiving notice of the upcoming gudit

4. URBwas cooperative throughout the compliance enforcement process;
5. URE did nogvidence any attempt to conceal a violation ribe intent to do so;

6. all of theviolationsposed a moderatéut not a serious or substantial kiso the reliability of
the BPSand

7. SPP RE fourttiere were no other mitigating or aggravating factors or extenuating
circumstances that would affect the assessed penalty.

After consideration of the above factolSPP Réetermined that, in this instance, the penalty amount
of two hundred and thirtyfive thousand dollars ($235,008)appropriate and bears a reasonable
relation to the seriousness and duration of the violato
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Statement Describing the Assessed Penalty, Sanction or Enforcement Action Imposed#
Basis for Determination

¢ClF1AYy3 Ayh2 O2YaARSNIGAZ2Y (GKS /2YYAaaArzyQa RANE
FYR GKS / 2YYAaaAa 2y 2632008drid August27, 20101Guilande Qifleng) NERC

BOTCC reviewed the Settlement Agreement and supporting documentatibecember 16, 201&nd

approved the Settlement Agreement. In approving the Settlement Agreement, the NERC BOTCC
reviewed the appcable requirements of th€ommissiorapproved Reliability Standards and the

underlying facts and circumstances of the violagahissue.

For the foregoing reasons, the NERC BOTCC approved the Settlement Agreement and believes that the
assessed penaliyf two hundred and thirtyfive thousand dollars ($235,00) appropriate for the

violationsk YR OA NDdzyaidl yoOSa 4G Aa&adzsSs IyR A& O2yairaic
reliability of the BPS.

Pursuant to 18 C.F.R. § 39.7(e), the penalty willffeceve upon expiration of the 3@ay period

following the filing of this Notice of Penalty with FERC, or, if FERC decides to review the penalty, upon
final determination by FERC.

4Seel8 C.F.R. § 39.7(d)(4).

5 North American Electric Reliability Corporaion & DdzA R y OS h NRSNJ 2y wSft Al oBR0AS\ G& b2 GA
(2008);North American Electric Reliability Corporaion ¢ CdzNIi K SNJ DdzA R yOS h NRSNJ 2y wSft Al

11 61,069 (2009)North American Electric Reliability Corporaion ¢ b 2 i A 0S 2F b2 CdzZNIKSNJ wS@A S5

FER® 61,182 (2010).
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Notices and Communications: Notices and communications with respect toglfiling may be

addressed to the following:

Ron Ciesiél

General Manager

Southwest Power Pool Regional Entity
201 Worthen Drive

Little Rock, AR 72223

(501) 6143265

(501) 8218726¢ facsimile
rciesiel.re@spp.org

Joe Gertsch

Manager of Enforcement

Southwest Power Pool Regional Entity
201 Worthen Drive

Little Rock, AR 72223

(501) 6881672

(501) 8218726¢ facsimile
jgertsch.re@spp.org

SPP RE File Clerk

Southwest Power Pool Regional Entity
201 Worthen Drive

Little Rock, AR 72223

(501) 6881681

(501)821-8726¢ facsimile
spprefileclerk.re@spp.org

{2YAlF | ® aSyR2y I F
Vice President of Enforcement and Deputy
General Counsel

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DC 20005

(202) 4063000

(202) 6448099¢ facsimile
sonia.mendonca@nerc.net

Edwin G. Kichline*

Senior Counsel and Associate Director,
Enforcement

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DQ0005

(202) 4063000

(202) 6448099 facsimile
edwin.kichline@nerc.net

Ft SNA2ya G2 0SS AyoOf
service list are indicated with an asterisk.

bow/ NBljdzSada 61 A@S
rules and regulations to permit the inclusior
of more than two people on the service list.
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Conclusion

NERC respectfully requests that the Commission accept this Notice of Penalty as compliant with its

rules, regulations, and orders.

cc: Unidentified Registered Entity
Southwest Power Pool Regional Entity

Attachments

Respectfully submitted,

/s/ Edwin G. Kichline

{2YAl [ ® aSyR2y |
Vice President of Enforcement and Deput
General Counsel

Edwin G. Kichline

Senior Counsel and Associate Director,
Enforcement

Gizelle Wray

Associate Counsel

North American Electric Reliability
Corporation

1325 G Street N.W.

Suite 600

Washington, DC 20005

(202) 4063000

(202) 6448099- facsimile
sonia.mendonca@nerc.net
edwin.kichline@nerc.net
gizelle.wray@nerc.net

(202) 4063000

(202) 6448099¢ facsimile
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